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With the ever-increasing proliferation of e-business practices, great volumes of business
transaction and data transmission are routinely carried out in an encrypted form in
devices ranging in scale from personal smartcards to business servers. These algorithms
are often computationally intensive and most implementations of these algorithms leak
information that can be exploited by an adversary to gather information about the secret
encryption key. Side-by-side, economic reasons dictate the widespread participation of
external agents in modern design and manufacture of integrated circuits (ICs), which
decreases the control that the IC design houses used to traditionally have over their own
designs. This issue raises the question of ensuring Trust in an integrated circuit, and
whether the entire design and manufacturing flow can be certified to be piracy-free. This
tutorial explores these pertinent threats in the domain of hardware security and discusses
solutions for them from different perspectives such as algorithm and circuit design, CAD,
circuit testing, etc.

Designs of both symmetric and asymmetric key cryptographic algorithms are the heart
of almost all security applications. The first part of the tutorial surveys hardware
implementations of these security primitives. This includes efficient (in terms of latency,
throughout, area, power) and real-time hardware implementation of non-linear Boolean
functions and complex arithmetic building blocks (often for large operands) for
symmetric and asymmetric key cryptographic algorithms, under resource-constrained
platforms. In particular, the tutorial would focus on the hardware implementation
challenges and solutions for the “Advanced Encryption Standard” (AES) and “Elliptic
Curve Cryptography” (ECC) algorithms.

The tutorial would then investigate attacks which exploit information leaked from
hardware implementations of cryptographic algorithms. These attacks are extremely
potent and a threat to most cryptographic systems in use today. Simple power analysis
and differential power analysis derive the secret key by analyzing the circuit current
transient; fault attacks are based on the controlled induction of a fault and then analysis
of faulty cipher-text produced from a VLSI implementation of the cryptographic
algorithm; cache timing attacks are based on the correlation of the secret key of the
cryptographic algorithm with the cache-timing characteristics of an embedded
implementation. The tutorial would review the threat from these attacks, as well as
algorithmic, circuit and system level protection methods against these threats.

The next part of the tutorial investigates the threat of hardware intellectual property
(IP) piracy. Hardware IPs are pre-verified, ready-to-use circuit building blocks used in
complex modern SoCs. The business of providing and using IPs has become a standard
practice, especially among ‘“fabless” semiconductor companies. With the greater



acceptance of FPGAs as a deployment platform rather than a prototyping-only platform,
this business model is only going to increase in popularity in near future. However, recent
trends of hardware IP piracy by illegal copying and cloning have become a cause of great
concern to the IP vendors, resulting in loss of millions of dollars in revenue. In this
tutorial we would explore the threat of hardware IP piracy, and design and platform-
specific techniques for hardware IP protection. Another threat is the piracy in Integrated
circuits (IC). This is similar to the threat of hardware IP piracy, only in this case ICs are
illegally copied and cloned in remote fabrication facilities. Sometimes, the ICs can be
reverse-engineered and then copied. The tutorial would explore the threat posed by IC
piracy and design techniques to prevent them.

The final part of the tutorial delves into hardware Trojans. These are malicious
circuitry which can be triggered in-field post-deployment and affect normal circuit
operation, potentially with catastrophic consequences in critical application areas and
public infrastructure. Such malicious circuitry can also be inserted by CAD automation
tools obtained from untrusted third party vendors. Several unexplained military mishaps
around the world in recent years are suspected to be the result of undetected hardware
Trojans in the electronic systems. This tutorial would explore the operating modes and
models of hardware Trojans, and design and testing techniques to prevent/detect them. In
addition, it would investigate novel Trojan designs arising out of the malicious nexus
between multiple parties associated with the design and manufacturing flow, which can
evades all known detection techniques.
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